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Introduction

administration, the study finds that rules governing
the practice vary greatly across borders as does the
size of the sample, public access and scrutiny and
response to disparities between vote counts and
audit findings. While one state might require that 5
percent of all precincts audit ballots by hand,
another might require a review of election-related
procedures, including polling-place activities logged
on machines, “zero tapes” from the start of the day
and final tallies to make sure the counters tabulated
results correctly.

Similarly, the impact of audits can vary substantially.

Nevada’s audit of voter-verified paper audit trails
(VVPATS) tests to see whether machine counts of
electronic ballots and manual or mechanical counts
of paper records match. If they do not, the electronic
count is considered the vote of record. In neighbor-
ing California, the opposite is true — the paper count
takes precedence over the electronic one.

There is also a wide variety of state rules govern-
ing the extent of audits. Connecticut performed the
nation’s most comprehensive post-election audit,
counting 20 percent of precincts using optical-scan
machines during a pilot program involving a few
dozen jurisdictions. A bill pending in the legislature
would make the practice state law beginning in
2008, at which time all jurisdictions will use the

optical-scan systems.
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Utah and California, in contrast, hand count bal-
lots from 1 percent of voting machines and 1
percent of precincts, respectively.

And then there are consequences of discrepancies.
Wisconsin makes voting system manufacturers
accountable for potential machine errors. Nevada
has no stated remedy for differences in machine and
hand counts, while California and a number of
other states mandate that, if there are discrepancies,
audits are expanded.

With such a wide variety of machines in use
around the country — and an entrenched tradition of
state and local authority over election administra-
tion — it comes as no surprise that yet another
aspect of elections finds such varied approaches
across borders. But that could change soon, perhaps
before Americans head to the polls in 2008.

A bill introduced by U.S. Rep. Rush Holt, D-
NJ., would add significantly more uniformity to
post-election auditing. If approved, it would
require not only the use of voter-verified paper
audit trails, but the hand counting of the paper
slips (or other forms of paper ballots) after elec-
tions. According to the bill, the number of ballots
audited would vary based on/the closeness of a
race, ranging from as few as 3 percent of all
precincts in some races to as many as 10 percent

of precincts in close races.



Executive Summary

The U.S. election system has been re-fitted in recent
years with federal requirements for new voting systems,
statewide voter registration databases, provisional

ballots and other Congressionally-mandated rules.

But voter confidence remains an issue. Post-election
audits, during which machine totals from electronic
voting machines or optically-scanned paper ballots are
hand-counted, re-checked or otherwise put under
additional scrutiny are one tool increasingly being
employed to assure candidates, voters and political

parties of the integrity and transparency in the system.

As with many other issues in election administration,
however, the ability of and interest in conducting audits
varies by state. So too does the sample size, selection
process and remedy in case of a discrepancy between

initial totals and audit findings.

This case study examines audit rules and procedures in
a number of states, focusing specifically on California,
Minnesota, Nevada, Arizona and Connecticut. The five
selected have contrasting state requirements and
handle audits differently. In Minnesota, a “100 percent
paper ballot” system allows for hand counting.
Organizations including League of Women Voters and
Citizens for Election Integrity were invited to observe
the process. In Arizona, current law requires audits, but
only if representatives from each party are present to
participate. Last year’s general election saw only five of
the state’s |15 counties perform audits because of no-

shows by potential auditors.

Sample sizes vary greatly as well. While California’s 42-
year-old law requires audits of | percent of all
precincts after an election, Connecticut’s pilot program
of optical-scan voting systems included an audit of 20
percent of all precincts, a sample size established by

academics along with state officials.

Among the case study’s other findings:

* Calls for voter-verified paper audit trails (VVPATSs)
have grown in state houses as well as in Congress.
More than half the states now require the use of
paper trails with electronic voting machines or paper-
based voting systems; however, of those, only 15
require manual post-election audits. A bill under
consideration in Congress (H.R. 81 ) would require
every state to audit both VVPATs and other paper

ballots after elections.

* Several states that do not require VVPATs employ
their own version of post-election audits. Maryland
requires an audit of election records and voting
systems. Texas requires jurisdictions using paperless
DRE machines to perform a hand count of ballots

through an examination of ballot images.

* Florida officials conducted an audit of DRE
machines following the troubled 2006 vote in
Sarasota County where more than 18,000 ballots
recorded no choice in a race for the U.S. House of
Representatives. Critics say the re-examination of
materials shed no new light on the unusually high

percentage of under votes.
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Key Findings

Key Findings

For many, the ambiguous results
from Florida’s 13th Congressional
District in Sarasota County put on
national display the problems with
paperless direct-recording electronic
(DRE) voting machines. The voting
machines did not record more than
18,000 votes in the ultra-competitive
race to replace former Secretary of
State Katherine Harris, because of a
machine problem, ballot design flaw,
intentional under votes, or a combi-
nation of other reasons, depending
upon whom is asked.

For Democrats, who took control
of Congress but ultimately lost the
seat in question, Sarasota’s missing
ballots could be the impetus necessary
to compel hand-countable paper
records with each vote cast on a DRE.

“The most serious problem
occurred in Sarasota, Fla., where
there were 18,000 under votes in
the Congressional election. At this
time, officials have been unable to
account for what happened to these
votes because there is no independ-
ent record,” said Sen. Dianne
Feinstein, D-Calif., during a hear-
ing of the Senate Rules Committee
to evaluate electronic voting sys-
tems.' A state-ordered audit — met
with skepticism from some advo-
cates — found the voting machines
worked, fingering ballot-design
flaws as the likely culprit.

The move toward requiring DREs
to have voter-verified paper audit
trails (VVPATS) has gained traction
nationwide in recent months. More
than half the states now require
VVPATS for touch-screen voting
systems or paper-based ballot sys-
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tems and several more are consider-
ing the same. But state legislation
might not be necessary for paper
trails to become law. On Capitol
Hill, nearly 200 members of
Congress co-sponsored a bill that
would make VVPATs mandatory
nationwide.

In the quest for greater trans-
parency through more election
scrutiny, however, adding VVPATS is
only one step. Some experts say
counting and comparing paper audit
trails or optical scan ballots to an
electronic record is an essential tool.

“An independent voter-verified
paper trail without an automatic
routine audit is of questionable
security value. By contrast, a voter-
verified paper record accompanied
by a solid automatic routine audit
can go a long way toward making
the least difficult attacks much more
difficult,” stated a report from the
New York-based Brennan Center.

A small but growing number of
states conduct random audits of elec-
tion results, with sample sizes ranging
from a few precincts to a proposal
that would mandate local election
officials hand count ballots from one
out of five precincts to ensure voting
system accuracy and accountability. It
would also require the audits be con-
ducted by state auditors and not chief
election officials.

Currently, more than a dozen
states require post-election random
manual audits. In Congress, H.R.
811 proposed by Rep. Rush Holt,
D-N.J., would require both VVPATs
and random audits.

While audits undoubtedly create

more responsibilities for election
administrators already taxed with
understanding new or recently-
implemented voting systems,
constantly changing polling place
rules and locations and perennial
shortages of poll workers, few have
questioned their necessity.

In June 2006, the League of
Women Voters passed a resolution
endorsing the use of paper trails and
mandatory audits. The resolution
called for paper to be used in
recounts, audited randomly in
“selected precincts... in every elec-
tion and the results [of the audit]
published by the jurisdiction.™

R. Doug Lewis, executive director
of the Houston-based Election
Center, an organization representing
election administrators from around
the country, said in 2005 that some
kind of auditability is necessary,
though the list should not be limited
to paper. “We recognize that trans-
parency is needed,” he told a
Georgia newspaper. Forms could
include a paper printout as well as
an audio or video record or some
other system.*

States with manual audit
requirements

Fifteen states with paper-based bal-
lot systems or electronic voting
machines with VVPATS currently
have laws or regulations requiring
manual audits: Alaska, Arizona,
California, Colorado, Hawaii,
Illinois, Minnesota, Missouri, New
Mexico, New York, North Carolina,
Utah, Washington, West Virginia
and Wisconsin.’



Key Findings

Connecticut does not mandate
random manual audits — lever
machines in place in most of the state
during last year’s federal election do
not allow for them — but conducted
one as part of a pilot program that
introduced updated voting systems
in 2006. Legislation is being consid-
ered to require post-election manual
audits by 2008 when optical-scan
machines will have replaced lever
systems statewide.

Nevada, which conducted its first
audit of DRE voting machines with
VVPATs in 2004, requires either a
manual or mechanical audit.

The Process
States requiring audits establish a
time table for completion that
ranges from a few days to several
weeks after an election. All require
comparing a random sampling of
paper ballots or VVPATs containing
specified races with electronic tabu-
lations, though the “randomness” of
ballot selection has sometimes been
called into question.®

How many ballots are audited and
how to handle discrepancies between
machine totals and manual count
totals varies from state to state.

States generally audit either a per-
centage of total ballots, precincts or
voting machines. Minimum require-
ments range from Utah’s audit of 1
percent of voting machines and 1
percent of precincts in California to
10 percent of precincts in Hawaii
and 20 percent of precincts in
Connecticut’s 2006 general-election
audit. For more details, see the
snapshot of the states on page 12.

In at least eight states, if discrep-

Seeking to avoid a vast hand-count

of thousands of punch-card ballots,

election workers [iIn Cugahoga

County, Ohio] broke state law by

pre-sorting the ballots to ensure

they matched the final tally.

ancies are found, audits must be
expanded to include more ballots.

Other states have different
options. In Wisconsin, the State
Elections Board orders the voting
machine vendor to investigate irreg-
ularities and can suspend use of
voting systems.

“The State Elections Board (SEB)
staff will request that the vendor
investigate and explain the reasons
for any differences between the
machine tally and the paper record
tally. Should the vendor fail to pro-
vide a sufficient written explanation,
including recommendations for pre-
venting future occurrences within
30 days of notification, the SEB will
suspend approval of all voting sys-
tems manufactured or serviced by
the vendor in Wisconsin.”

Random selection of ballots
There is broad agreement among
academics, policymakers, computer
scientists and advocates that random-
ness is essential to effective audits.

The danger of non-random
counts was plainly on display in
Ohio three years ago.

An attempt to conduct a manual
count of cherry-picked precincts in
Cuyahoga County, Ohio by two
election workers led to criminal
convictions.

The candidate-requested recount
of the 2004 presidential election was
undertaken after Libertarian and
Green Party Presidential candidates
alleged irregularities and voter
intimidation during the vote. In
response, the state mandated hand
counts for punch-card ballots from 3
percent of county precincts. If the
hand counts did not match machine
counts, then ballots from the entire
county would be counted manually.

Seeking to avoid a vast hand-
count of thousands of punch-card
ballots, election workers broke state
law by pre-sorting the ballots to
ensure they matched the final tally.
“This recount was rigged, maybe
not for political reasons, but rigged
nonetheless,” said Kevin Baxter, the
special prosecutor brought in from
Erie County, Ohio. “They did this
so they could spend a day rather
than weeks or months [recounting

the ballots].””

8
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Key Findings

Legislation

At press time, legislation had been
introduced in six states to require
audits: Connecticut, Florida,
Indiana, Maryland, Montana and
New Jersey. Legislation has also
been introduced in an additional
four states to change current audit
rules.

In Virginia, lawmakers stripped a
provision of an election bill that
would have mandated audits,
angering a lawmaker who lost a
bid for statewide office by a razor-
thin margin.

“The bill is a half measure. I'll
probably vote for it in committee,
but it just makes me mad when they
take the audit out. What's the verifi-
able paper trail all about?” said Sen.
R. Creigh Deeds, D-Bath County,
who lost a bid for state attorney
general in 2005 by 360 votes."

Other audit requirements

Several states perform other types
of audits, including audits of the bal-
lots of DRE machines without paper
trails and more general post-election
audits of the voting system or elec-
tion records.

In Texas, which has a wide variety
of voting systems including paperless
DREs, officials in 2006 mandated a
1 percent random audit of electronic
voting systems that involved check-
ing machine tallies against stored
ballot images. The process is defined
by the state as a “manual” audit.

Kentucky, which currently uses
paperless touch-screen voting
machines, also has an audit require-
ment “of randomly selected
precincts representing 3 percent to 5
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In Virginia, lawmakers stripped a

provision of an election bill that would

have mandated audits, angering a

lawmaker who lost a bid for statewide

office by a razor-thin margin.

percent of the total ballots cast in
each election.”

Maryland, another state using all
paperless DREs, requires an audit of
election records and logs from indi-
vidual voting machines.

“After each election, local boards
of election verify that the vote totals
printed from the individual voting
units match the reports generated
by the central tabulator......the local
boards of election also conduct a
post-election audit to confirm the
accuracy of the polling place
reports. This includes auditing
signed voter authority cards,
precinct registers, other polling
place forms completed by the elec-
tion judges, and the official election
results.””

In Florida, while audits are not
required, Sarasota County was
ordered to perform one after a race
for Congress yielded an unusually
high number of under votes. The
audit of the county’s paperless DRE
voting machines faced criticism,
partially for a lack of access to

source code and other inner work-
ings of the voting system.

“A significant problem in the
Florida case...is the inability of can-
didates, their representatives or
members of the general public to
learn anything about what might
have gone on inside those voting
machines,” testified Dan Wallach,
associate professor of computer sci-
ence at Rice University during a U.S
Senate hearing on electronic voting."

ES&S, the voting machine com-
pany in question, contended this
information was a trade secret and a
judge ruling on a lawsuit over access
to the system’s source code agreed.



California

California: The Quest for
Audit Transparency

Nearly half a century ago,
California’s legislature approved a
manual count law that required the
random selection of a subset of
paper ballots to be counted publicly
by hand in order to verify that the
technology used to count the ballots
was accurate and reliable.

The 1965 law calls for a public
audit of 1 percent of precincts after
every election. The precincts are
chosen randomly by local elections
officials. In addition, the law also
requires that for each race not
included in the initial group, one
additional precinct is to be counted."

Until 2001, California was one of
only four states that required public
auditing of election results.

With the introduction of direct-
recording electronic (DRE) voting
machines, some counties were
unable to comply with the state’s
manual recount law because they did
not use a voter-verified paper audit
trail (VVPAT). To eliminate that
problem, the legislature voted unani-
mously to mandate VVPATS in 2004.
The legislature voted again in 2005
to strengthen the manual count law
by requiring the use of VVPATs.®

Observers of the audit process in
California have expressed concern
over how counties conduct the counts.
Kim Alexander of the California Voter
Foundation and David Dill, a
Stanford University computer science
professor, questioned the randomness
of samples used for audits after noting
that many counties were picking
which precincts to audit several days
in advance of the count.

“I've gained a lot of respect

for how complicated

it I1s to do good auditing.”

“It does compromise the process
because people know in advance
what is going to be audited,” Dill
said. “And that means that maybe
mistakes won’t be caught if someone
wanted to cheat.”"

They also stated only a few coun-
ties had written procedures for their
audits. Dill and a team of researchers
from ACCURATE, a multi-institu-
tion voting research center funded
by the National Science
Foundation, are working with elec-
tion officials to come up with best
practices for conducting an audit."”

After collaborating with ACCU-
RATE during the audit of the June
2006 primary, Warren Slocum, San
Mateo County’s chief elections offi-
cer, included public participation in
the random selection of precincts.
Slocum has a member of the public
roll three 10-sided dice — red, white
and blue — with one side of each die
corresponding to a precinct. **

He also had a webcam installed in
the room where the audit was con-
ducted so the public could watch the
manual count on the Internet.

—David Dill, VerifiedVoting.org

“San Mateo is aiming for the gold
standard in the manual recount
process,” Slocum said. “We are
establishing practices that will assure
voters and election officials of the
integrity of the vote.”"

Members of ACCURATE also
discovered that the mandate to cer-
tify an election within 28 days
complicates the audit process.

“A particular challenge for San
Mateo County — and they did a good
job with this — was making sure that
they didn’t begin their manual audit
process until all the votes were
counted,” wrote Joseph Hall, Ph.D.
candidate in information economics
and policy at the University of
California, Berkeley, in an analysis.””

Elections officials and observers
alike are hoping that state legislators
take what was learned during the
2006 election cycle to heart and
work to change and clarify some of
the audit law to make the process
more transparent and easier.

“I’'ve gained a lot of respect for
how complicated it is to do good
auditing,” Dill said.”

electionline briefing



Minnesota

Minnesota: Building an Audit Consensus

Note: The following section is a reprint from electionline Weekly, Dec. 14, 2006. Some information has been updated.

Minnesota’s first-ever post-election
review in November 2006 — a manual
count of votes from randomly-
selected precincts in the state — drew
praise from two sides that do not
always see eye-to-eye, election offi-
cials and advocacy groups.

“I believe that Minnesota has
done a most remarkable job at
making every vote count and count
correctly,” said Janet Straub, a
Minnesota resident and observer of
the audit.”

Secretary of State Mark Ritchie
(DFL) said he was also impressed.
“I am excited to hear the very posi-
tive results from our first reviews.
We can all feel a great deal of con-
fidence in our election results - and
only hope that other states can
catch up to our system before the
2008 elections,” he said in a press
release from Citizens for Election
Integrity Minnesota.”

The law mandating the new proce-
dure was spearheaded by state Rep.
Bill Hilty, DFL-Finlayson. “We have
a really good system in place in
Minnesota. We have a 100 percent
paper-ballot system. But even with
these devices the only way to be confi-
dent in their security and reliability is
to check them out,” Hilty stated.”

Depending on the number of regis-
tered voters in a county, two to four
precincts per jurisdiction must be
randomly selected for auditing. Hilty
said he hopes to fine tune the law
during the current legislative session
by requiring more populous counties
to audit more precincts.

Presidential, gubernatorial and con-
gressional races are examined. Local
election officials and electon judges
perform the check, hand-counting
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the paper ballots and comparing
them with the optical-scan tabulation
results. The comparison is required
to be accurate to within one-half of 1
percent and, if it is not, more
precincts are reviewed.”

In many counties, precincts were
selected less than a week after
Election Day, with most counties per-
forming reviews within days of the
precincts’ selection, generally at
county courthouses.

The selection of the precincts was
open to the public, as was the review.
Citizens for Election Integrity
Minnesota and the League of
Women Voters Minnesota teamed up
to organize observers in 70 of the
state’s 87 countes. The state has over
4,100 precincts of which a about 200
were reviewed.”

“Based on reports from our
observers in 70 counties, we are
impressed by the accuracy of the
machines that were reviewed and the
professionalism of the county election
officials,” Mark Halvorson, director
of Citizens for Election Integrity
Minnesota, stated in a press release.”

Some county election officials,
however, were initially skeptical of
the new requirement, including
Kevin Corbid, Washington County’s
election director.

“When the post-election audit was
passed in Minnesota, I frankly was
not a big proponent. Any local elec-
don official understands the
enormous amount of work that is
done by county auditors, county elec-
tion staff, city and township staff and
election judges. The idea of adding
more duties was not appealing,”
Corbid stated.”

He added the proper testing of the

equipment before an election goes a
long way to ensuring a secure and
reliable vote.

"The county has more than 150,000
registered voters and 87 precincts. It
took just under five hours to complete
the review of four precincts. Of the 12
races reviewed, seven had exact
matches; four races saw one vote
added each to a candidate and one race
saw two votes added to a candidate.

Corbid said the discrepancies were
not the result of machine error but
rather how the ballots had been
marked. In some cases ballots either
had check marks or an “X” marked
outside the oval or voters had circled
the candidate’s name, which could not
be picked up by the optical-scan
machine but was found during the
manual count.

Ultimately, despite his initial con-
cerns, he was satisfied with the review.

“I was surprised at how quickly the
audit went. I was not surprised by the
quality performance of the equipment
and our election judges...if this is
what is needed to provide some assur-
ance to those who do not have as
much confidence in the system then I
have no problem continuing to do the
audits,” he stated.”

Anoka County, with more than
180,000 registered voters and 123
precincts, also reviewed four
precincts. The process was observed
by 20 people and took approximately
three hours to conclude. Rachel
Smith, Anoka County elections
supervisor, deemed the day a success.

“I was very happy with the out-
come. It was smooth and efficient,”
she said. “Any way we can be pro-
active and people know their vote is
being counted is a good thing.”*



Nevada and Arizona

Nevada and Arizona: Challenges in Auditing

In 2004, Nevada was a trailblazer
not only for the statewide use of elec-
tronic voting machines with
voter-verified paper audit trails
(VVPATS) but also for the decision by
election officials to conduct a post-
election audit of paper records to test
the accuracy of voting systems.

All 17 Nevada counties conducted
audits after the primary and general
elections and all showed no varia-
tion between the machine records
and the VVPATs.* County clerks or
registrars were required to audit
four machines or 3 percent of
machines, whichever number is
greater, in counties with populations
of 100,000 or fewer, 20 machines or
2 percent of machines, whichever
number is greater, in counties with
populations more than 100,000,
resulting in an audit of 145
machines statewide after the general
election. According to a press
release from the secretary of state’s
office, not a single vote changed.”

However, counties used different
audit methods. Officials in Clark
County, the state’s most populous
county and home to Las Vegas,
compared tallies from hand-counted
VVPATS with electronic results
while other counties compared
VVPAT totals to tallies logged by
machines’ internal counters.

Some counties began to consider
using hand-held scanners to read
barcodes printed on the VVPAT to
hasten the process.

Larry Lomax, Clark County voter
registrar explained that the
“tedious” audit process took as long
as four minutes per VVPAT.
Mistakes, he said, were common.

“Our biggest problem was human

error. Manual auditing is a boring,
tedious process that takes a long
time even if done without error. If
one person makes one mistake on a
tape, then it has to be re-audited.
That occurred about a third of the
time in our first attempt at manual
auditing,” Lomax said.”

Meanwhile, paper-trail advocates
shared concerns about using scan-
ners for audits. “The purpose of an
audit is to have an independent
check. If bar-code readers are sup-
plied by the same vendor as the rest
of the voting system, it’s not an
independent check...Reading bar
codes is not ‘manual auditing’ in my
book,” said David Dill, founder of
VerifiedVoting.org.

Dan Burk, Washoe County voter
registrar, said that the scanners
would not be purchased from
Sequoia, the voting machine vendor,
and would be publicly tested before
use in an audit.*

State administrative code was
changed in July 2006 to allow for
the use of scanners or hand counts
saying that audits “may be con-
ducted manually or by a mechanical
device” approved by the Secretary of
State.”

After using hand-held scanners to
audit the 2006 general election,
Lomax said he was pleased with
their performance. “It worked great,
it definitely cuts the time down
astronomically and we don’t have to
deal with the same problem of
human error ...... this worked much
better for us,” he said. However,
scanners may not be necessary for
all counties as some have less than
1,000 voters in a given election.™

Lomax said that he has had

conversations with an individual
working for the National Institute
for Standards and Technology
regarding the scanners because the
voters have only confirmed their
votes on the ballot and not the bar-
code that gets printed on it.
However, Clark County uses open-
source code to program the scanners
and Lomax emphasized that voters
are comfortable with electronic vot-
ing machines because they have been
using them for more than 10 years.”

Arizona: Seeking to Close an
Audit Loophole

Arizona requires post-election
audits, but with a catch.

An audit can only be performed if
people show up to do it. If not, the
audit is not required. And that has
made post-election verification rela-
tively rare in the state. Only five of
the state’s 15 counties — Gila,
Maricopa, Mohave, Pima and Yuma
— performed manual audits follow-
ing the 2006 general election.’

“Right now, two parties have to
show up to do an audit...and that’s
not right,” John Brakey of
Americans United for Democracy,
Integrity and Transparency in
Elections — Arizona said. “If one
party shows up and the other one
isn’t there, it’s cancelled.”

The state’s current audit rules
started with the intention to per-
form a more thorough count. In
January 2006, a bipartisan group of
lawmakers introduced S.B. 1557,
legislation that would have required
a post-election hand count of ballots
from 5 percent of precincts.”

Arizona Citizens for Election
Reform (ACER) supported the bill
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Nevada and Arizona

and encouraged citizens to attend
related hearings.

“With increasing concern about
the security of our voting machines
and their effectiveness, Arizona cit-
izens demand that our right to vote
be secured and results verified.
Problems with electronic voting
systems have engendered a loss of
public confidence in elections and
prompted lawsuits which have been
costly both to candidates and to
taxpayers,” ACER said in a
February 2006 press release prior
to the hearing. *

Following that hearing, the advo-
cacy group Vote TrustUSA reported
that the state’s Senate Judiciary
Committee gutted the bill, “substi-
tuting in its place a watered-down
version that rendered the bill’s effort
to restore confidence in Arizona’s
election meaningless.”*

The state Senate changed the time
frame for a manual audit from seven
days after all ballots have been
counted to no more than 60 days
after the general election.” The
amended version of S.B. 1557 was
signed by Gov. Janet Napolitano (D)
in June 2006.*

According to the final version,
county chairs from the various polit-
ical parties on the ballot must name
at least three registered voters to
serve as election board workers per
precinct to be audited. If the board
workers fail to appear and perform
the hand count, the electronic tabu-
lation is deemed the official count.”

A bill (S.B. 1623) introduced in
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“The audit makes me feel
better... Based on the audit
that we did, | would say ‘yes,

[the election was fair]”

—Tom Ryan, Arizona Citizens for Fair Elections

early 2007 by state Sen. Karen
Johnson, R-Mesa, would require
the county elections officer to con-
duct a hand count regardless of
whether board workers appear.*
The measure cleared a Senate com-
mittee in February.

Pima County’s manual audit fol-
lowing the 2006 general election
validated that the election’s results
were within legal limits. Out of
more than 15,000 ballots, the hand
tally differed from the electronic
tally by 47 ballots.

Brad Nelson, director of county
elections, explained that the ballot
counts may have not matched com-
pletely because the machines only
counted ballots that were cast cor-
rectly while manual auditors counted
other marks. Tom Ryan of Arizona
Citizens for Fair Elections said, “The
audit makes me feel better... Based
on the audit that we did, I would say
‘yes,” [the election was fair].”*



Connecticut

Connecticut: Comprehensive

Audits Could

For more than 80 years,
Connecticut election officials
administered the vote on lever
machines, clunky metal contraptions
that while capable of producing a
satisfying ker-chunk when the voter
pulls the red bar to cast the ballot,
are nonetheless incapable of allow-
ing for a post-election audit of
results. The paperless system works
mechanically, using internal coun-
ters that track each vote as it is cast.

So when the state took its first
steps toward replacing the lever
machines by adopting a pilot project
to use optical-scan systems in 25
jurisdictions statewide, a compre-
hensive audit program was
introduced as well. After the
November 2006 election concluded,
ballots cast in 20 percent of precincts
in jurisdictions covered by the pilot
project were hand counted and com-
pared to the totals produced by
electronic counts under a project
devised by the University of
Connecticut’s Department of
Computer Sciences and the
Secretary of State’s office.”

Perfect match

The pilot project involved per-
forming a hand count of every
voting machine used in 17 precincts
within the 20 towns in the pilot
project. In most cases, auditors
found the results “matched up per-
fectly.” When they did not,
mis-marked ballots, including those
with stray marks that rendered
them uncountable by machines,
were the culprit.”

Secretary of State Susan Bysiewicz
(D) said that the decision to audit

Expand

such a high percentage of machines
when compared with audits per-
formed in other states was the result
of discussions between her office,
university researchers and groups
that included the League of Women
Voters and TrueVoteCT, a nonparti-
san organization that promotes
“accessible and verifiable voting.

“We think it’s important to get a
significant sample because you want
people in Connecticut to be confi-
dent that our voting machines are
secure and accurate,” Bysiewicz said.
“We had the closest congressional
race in the country where [Rep. Joe
Courtney, D-Conn.] won by 83
votes. Ten of 65 towns used new
voting machines and in those 10
towns there were no discrepancies
in the post-election audit.””

Mary Mourey, Republican regis-
trar of voters for East Hartford,
oversaw one of the largest such
post-election audits in the state in
2006. Her jurisdiction had three
precincts to audit following the
vote. Using teams of two counters —
one Democrat and one Republican
— more than 5,000 ballots were tal-
lied in a single day three weeks after
Election Day.

“We were very pleased, the first
time doing something like this,” she
said. “It was a perfect match.”

While she said auditing the results
of the previous election did not
present an unreasonable demand, a
high-turnout presidential vote could
prove more onerous.
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Audit rules pending
But that could be the future in the
Nutmeg State. After the successful

post-election audit of the pilot pro-
gram in 2006, Bysiewicz introduced
legislation in 2007 that would make 20
percent audits a fixture of Connecticut
elections as optical-scan voting sys-
tems are implemented statewide.

The legislation would require the
completion of a manual audit of 20
percent of precincts two days before
the canvass for any federal or state
election. Similar to the pilot pro-
gram, precincts would be randomly
selected for auditing.”

While Bysiewicz acknowledged
the 20 percent figure represented a
potentially large pool of ballots, she
said it was a worthwhile endeavor.

“We understand that there are
other pieces of legislation pending
in Congress and in other states that
would have a much smaller require-
ment, but we decided to go with the
20 percent because that’s what we
did for the audit for the first 20
towns,” she said. “We think it’s
important to get a significant sample
because you want people in
Connecticut to be confident that
our voting machines are secure
and accurate.”

“There may be some who say that’s
too much work, but I would argue
the voter confidence is very impor-
tant, particularly in the first year we
use these machines,” she added.”

Some advocates have raised issue
with the broad discretion afforded to
the Secretary of State in the event of
a discrepancy discovered during
auditing, as well as the timetable for
conducting the post-election counts,
arguing it would be too late for
candidates to act on information
gleaned from the process.
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Snapshot of the States

SNAPSHOT OF THE STATES:

Audit Requirements

The following states require a post-election manual audit of
ballots, a post-election mechanical audit of ballots, a post-
election audit of election records and/or a post-election audit of
voting systems. States without audit rules were not included.

Alaska

Audit type: Hand ballot count

Who conducts review: Local election official with
the assistance of appointed representatives from the
political parties.’

Timing: Begins as soon as practicable after the election
but no later than 16 days after an election.”

Audit scope: One randomly selected precinct in each
election district that accounts for at least 5 percent of the
ballots cast in that district.™

Remedy for potential discrepancies: 1f there is a discrep-
ancy of more than 1 percent between the results of the
hand count and the certified count, the director will con-
duct a hand count of the ballots from that district. If
there is an unexplained discrepancy in the ballot count in
any precinct, the director may count [additional] ballots
from that precinct.”

Arizona

Audit type: Hand ballot count

Who conducts review: The county election officer and
county political party chairs or person designated con-
duct the selection of precincts. The county party chairs
designate at least three board workers to perform the
hand count. If the board workers fail to appear, no hand
count is conducted.®

Timing: Precinct selection begins after all ballots have
been delivered to the central counting center. The unoffi-
cial vote totals from all precincts are made public before
selecting the precincts to be hand counted.”” Hand counts
begin within 24 hours after the closing of the polls and
are completed before the canvassing of the election.”
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Audit scope: At least 2 percent of the precincts in the
county, or two precincts, whichever is greater. At least four
contested races, including one federal race, one statewide
candidate race, one ballot measure and one legislative race
on those ballots shall be counted. During presidential elec-
tions, the presidential race is also counted.®

Remedy for potential discrepancies: If there are discrep-
ancies between the two counts greater than the
designated margin, a second hand count is performed. If
the second hand count still has a difference greater than
the designated margin, the hand count is expanded to
include a total of twice the original number of randomly
selected precincts.”

California
Audit type: Hand ballot count

Who conducts review: Local election official®

Timing: Conducted during the official canvass.”
The process is open to the public.”

Audit scope: At least 1 percent of randomly selected
precincts. If 1 percent of the precincts is less than

one whole precinct, the count will be conducted in

one precinct chosen at random by the elections official.
For each race not included in the initial group of
precincts, one additional precinct will be counted.
Additional precincts are selected at the discretion of
the election official.**

Remedy for potential discrepancies: A report on the
results will identify discrepancies between the machine
count and the manual tally and describe how the discrep-
ancies were resolved. The VVPAT governs if there is a
discrepancy between it and the electronic record.”

Colorado
Audit type: Hand ballot count

Who conducts review: The Secretary of State initiates
the manual random audit to be conducted by each
county.” The audit is observed by at least two members
of the canvass board of the county.”
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The designated election official can appoint additional
deputized clerks to assist.”

Timing: Within 24 hours of polls closing, the Secretary
of State notifies election officials which voting devices
and which races have been selected for auditing.”

Awudit scope: A random selection of 5 percent of precinct
scanner-based equipment, at least one central count
scanner/vote center and 5 percent of direct-recording
electronic (DRE) voting systems.™

Remedy for potential discrepancies: If there is any dis-
crepancy which cannot be accounted for by voter error,
the county clerk and recorder investigates and takes such
remedial action as necessary.”

Connecticut™
Audit type: Hand ballot count”

Who conducts review: The 2006 audit was performed by
the Office of the Secretary of State with the assistance of
the University of Connecticut’s Department of
Computer Sciences. Officials from the League of
Women Voters randomly chose the precincts.™

Timing: The audit was performed during the final week
of November.”

Audit scope: Ballots were reviewed in 17 precincts, rep-
resenting 20 percent of the 87 polling precincts in the
15 cities and towns which used optical-scan technology
in the Ist, 3rd, 4th, and 5th Congressional districts.®

Remedy for potential discrepancies: In the majority of
the precincts, the counts matched and in those where
the results did not match, there were only minor
changes reported. In each instance, the change was due
to a mismarked ballot, not to machine error.*

Florida

Audit type: Non-mandatory audit of voting system,
including checks against “unauthorized manipulation
and fraud.”

Timing: At any time the Department of State can
review the voting system of any county to ensure com-
pliance with the Electronic Voting Systems Act.*

If directed, the legislature can also provide for an inde-
pendent audit of a voting system in any county. It shall
consist of a study and evaluation of the voting system
and provide reasonable assurance that the system is
properly controlled, can accurately count votes, provides
adequate safeguards against unauthorized manipulation
and fraud, and complies with the requirements of law
and rules of the Department of State.”

Hawai’i
Audit type: Hand ballot count

Who conducts review: The local chief election officer™
Timing:Prior to certification of election results.”

Audit scope: A random sample of not less than 10 percent
of the precincts employing the electronic voting system.*

Remedy for potential discrepancies: If discrepancies
appear, the chief election officer immediately conducts
an expanded audit to determine the extent of mis-
reporting in the system.”

lllinois
Audit type: Hand ballot count

Who conducts review: The local chief election officer.
The state central committee chair of each party can be
represented at the procedure.®

Timing: After Election Day and before election results
are declared.”

Audit scope: 5 percent of precincts.”

Remedy for potential discrepancies: The election
authority immediately forwards a written report to the
appropriate canvassing board explaining the results of
the test and any errors encountered and the report shall
be made available for public inspection.”
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Kentucky

Audit type: Hand ballot count

Who conducts review: The state board of elections pre-
scribes rules and regulations.”

Timing: As part of the official canvass.”

Audit scope: Random selection of between 3 and 5 per-
cent of total ballots cast.”

Remedy for potential discrepancies: Not specified

Maryland

Audit type: Election records, including signed voter
authority cards, precinct registers, other polling place
forms completed by the election judges and the official
election results.

Who conducts review: Local boards of election.
Audit scope: Vote totals are verified by comparing
printed forms from individual voting units to reports
generated by the central tabulator.

Remedy for potential discrepancies: The local board

continues its audit until it determines the cause of the
discrepancy.”

Minnesota

Audit type: Hand ballot count

Who conducts review: The county canvassing board
appoints a post-election review official who can be
assisted by election judges. The review is conducted in
public.”

Timing: At the canvass of the state primary, the county
canvassing board sets the date, time and place for the
post-election review of the general election. At the can-
vass of the state general election, county canvassing
boards select the precincts to be reviewed.”

Audit scope: Counties with fewer than 50,000 registered
voters must review at least two precincts. Counties with
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between 50,000 and 100,000 registered voters must
review at least three precincts. Counties with over
100,000 registered voters must review at least four
precincts. At least one precinct selected in each county
must have had more than 150 votes cast at the general
election.” The post-election review must be conducted
of the votes cast for President or Governor; U.S.
Senator; and U.S. Representative.”

Remedy for potential discrepancies: 1f the review reveals
a difference greater than one-half of 1 percent, within
two days there will be an additional review of at least
three precincts. If the second review also shows a differ-
ence greater than one-half of 1 percent, a review of the
ballots from all the remaining precincts in the county
must be performed. If the results from the county
reviews from one or more counties comprising more
than 10 percent of the total number of persons voting
indicate an error in counting has occurred, a manual
recount of all ballots in the district for the affected office
must be performed.'™

Missouri
Audit type: Hand ballot count

Who conducts review: The county election authority
selects at least one team made up of at least two mem-

bers 101

Timing: After the mandated electronic recount and
prior to the certification of election results.'

Audit Scope: At least one precinct for every 100 election
precincts. One contested race is selected from the fol-
lowing categories: President, U.S. Senate and statewide
candidates; statewide ballot issues; U.S. Representative
candidates and state General Assembly candidates; parti-
san circuit and associate circuit judge candidates and all
nonpartisan judicial retention candidates; and in addition
not less than three contested races or ballot issues from
all political subdivisions and special districts, including
the county, in the selected precinct(s). When there are
three or fewer contested races or ballot issues within this
category at a selected precinct, all must be counted.'®

Remedy for potential discrepancies: Not specified
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Nevada

New York

Audit type: Hand ballot count or mechanical audit
(including bar-code scanners for voter-verified paper
audit trails).

Who conducts review: County clerk." The public can
observe.'”

Timing: The results of the audit must be sent to the
Secretary of State within seven working days after the
election.'

Audit scope: Counties whose population is 100,000 or
more must audit 2 percent of voting machines used in
the election or no less than 20 voting machines,
whichever is greater. Counties whose population is less
than 100,000 must audit 3 percent of voting machines
used in the election or no less than four voting
machines, whichever is greater."” The comparison may
be conducted manually or by a mechanical device deter-
mined by the Secretary of State to be capable of
accurately reading the votes cast.'®®

Remedy for potential discrepancies: Not specified.

New Mexico

Audit type: Hand ballot count

Who conducts review: The Secretary of State directs
county clerks. Canvass observers are allowed.'”

Timing: Within five days of the completion of the
county canvass.'"’

Audit scope: For votes in the general election for the
office of President or Governor, 2 percent of the voting
systems in the state are compared with votes tallied by
hand from the voter-verifiable and auditable paper trail
from those voting systems.'"

Remedy for potential discrepancies: For voting machines
not used for absentee voting, if totals differ by more
than 1.5 percent, a recount is conducted for the office in
the precincts of the legislative district where the discrep-
ancy occurred.'?

Audit type: Hand ballot count

Who conducts review: The board of elections or a bipar-
tisan committee appointed by the board.'®

Timing: Within 15 days after each general or special
election and within seven days after every primary or vil-
lage election conducted by the board of elections.'*

Audit scope: At least 3 percent of voting systems within
the jurisdiction.'”

Remedy for potential discrepancies: Standards created
by the Board of Elections will determine when a dis-
crepancy between the manual audit tallies and the voting
system tallies requires an audit of additional voting sys-
tems. "¢ Any board of elections shall be empowered to
order any such audit to be conducted whenever such dis-

crepancy exists.'”’

North Carolina
Audit type: Hand ballot count

Who conducts review: The State Board of Elections cre-
ates the procedure for randomly selecting the precincts

for each election.'"®

Timing: The selection of precincts is done after the ini-
tial count of election returns is publicly released or 24
hours after the polls close on Election Day, whichever is

earlier.'”

Audit scope: The sample chosen by the state board is of
one or more full precincts, full counts of mailed absen-
tee ballots, full counts of one or more one-stop early
voting sites, or a combination. The size of the sample of
each category is chosen to produce a statistically signifi-

cant result in consultation with a statistician.'”’

Remedy for potential discrepancies: 1f the discrepancy
between the manual count and the mechanical or elec-
tronic count is significant, a complete manual count is

conducted.™!
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Oregon:

Audit type: Audit of voting system. Not mandatory. Any
voting machine or vote tally system involving the use of
computers, a computer network, computer program,
computer software or computer system is subject to
audit by the Secretary of State at any time for the pur-
pose of checking the system’s accuracy.'?

Pennsylvania

Audit type: Not specified

Who conducts review: County boards of election'”
Timing: As part of the canvass of returns.'*

Audit scope: A statistical recount of a random sample of

ballots after each election. The sample shall include at

least 2 percent of the votes cast or 2,000 votes,

whichever is lesser.'”

Remedy for potential discrepancies: Not specified

Texas

Audit type: Hand count of ballot images

Who conducts review: The general custodian of election
records who conducts an election in which a DRE is
used for the first time. Candidates are entitled to be
present and have a representative present. The desig-
nated election official can appoint additional deputized
clerks to assist.'*

Timing: The manual count begins within 72 hours after
the close of polls."”’

Audit scope: A manual count in 1 percent of the election
precincts or three election precincts, whichever is
greater. For DRE devices the appropriate official will
print the cast vote records (ballot images) and manually
count the race assigned and verify the manual count
matches the election results."*
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Remedy for potential discrepancies: If there are discrep-
ancies, the election official continues the audit until it
determines the cause of the discrepancy. If the discrep-
ancy can not be resolved, the Secretary of State’s office
is notified.””

Utah
Audit type: Hand ballot count

Who conducts review: Local election officials™

Timing: After polls close on Election Day but no later
than noon the next day, the Lieutenant Governor’s (chief
election officer) office notifies the appropriate election
officers which voting machines will be audited. The
machines are audited between the closing of polls and
the meeting of the jurisdictions’ board of canvassers."!

Audit scope: 1 percent of the total number of AccuVote
T'Sx and precinct count AccuVote OS voting machines

in use statewide.'®

Remedy for potential discrepancies: The reasons for any
differences between the hand count and the machine
total report results are recorded in a log."

Washington
Audit type: Hand ballot count required for some, not
all, of ballots selected for review

Who conducts review: County auditor. Political party
representatives must be allowed to observe if representa-

tives have been appointed and are present at the time of
the audit.”*

Timing: Prior to certification of the election.'”

Audit scope: Random selection of up to 4 percent of the
DRE devices or one DRE device, whichever is greater.
On one-fourth of the devices, the paper records must be
tabulated manually. For the remaining devices, the paper
records may be tabulated by a mechanical device deter-
mined by the secretary of state to be capable of
accurately reading the votes cast and printed."
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Remedy for potential discrepancies: The paper record
produced must be stored and maintained for use in the
random audit of results. When such paper record is for
an audit it shall be the official record of the election."’

West Virginia

Audit type: Hand ballot count
Who conducts review: Board of canvassers'*
Timing: During the canvass."”

Audit scope: At least 5 percent of the precincts chosen
at random will have the VVPATs counted manually."

Remedy for potential discrepancies: If the manual
count differs by more than 1 percent from the auto-
mated tabulation equipment results or there is a
different prevailing candidate or outcome of a ballot
issue, the discrepancies are disclosed to the public and
all VVPATS are manually counted.'*

Wisconsin

Audit type: Hand ballot count

Who conducts review: The audit consists of two inde-
pendent processes: an audit conducted by municipalities
of reporting units randomly selected by the State
Elections Board (SEB) and an audit of reporting units
conducted by the SEB. The audit is open to the public.'*

Timing: Audits are only conducted after the November
general election. Officials are notified the day after the
election of the voting systems selected for the audit. The

audit must be conducted no later than two weeks after the

county board of canvassers certifies the election results.'*

Audit scope: The SEB will randomly select 50 reporting

units across the state, including a minimum of five
reporting units for each voting system used in the state.
A minimum of four contests are audited, including the
top candidate race on the ballot. The other contests are
selected randomly but must appear on every ballot in
the state. The SEB may also audit additional contests.'*

Remedy for potential discrepancies: If the hand counts
and vote tallies do not match, the results are double-
checked. If they still do not match, the difference is
noted on the appropriate form. The SEB will request
the vendor investigate and explain the reasons for any
differences between the machine tally and the paper
record tally. If the vendor fails to provide a sufficient
explanation the SEB will suspend approval of all voting
systems manufactured or serviced by the vendor.'*
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Research was compiled through the use of primary and
secondary sources, including interviews with state and
local election officials, data derived from state law, state
election division Web sites, news accounts and informa-
tion provided by other non-governmental organizations.

All sources are cited below in the endnotes.
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